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Sample Exam

CCSE

Instructions:
This is a sample test. It is designed to provide a flavor of the actual certification test. Review of
these specific questions does not constitute adequate preparation for the test. However, for
practice, make sure you read each of the test items below carefully. Select the SINGLE response
from the “a”, “b”, “c”, or “d” options that BEST answers or completes the item.  Have fun, and
good luck.

1) You have accidentally blocked access on indefinite basis for a partner network that requires
access to an internal web server.  Which of the following would clear that specific entry from
the SAM table? (0010)
a) fw sam -D
b) fw sam -I <mode> <ip address>
c) fw sam -C <mode> <ip address>
d) fw sam -I <mode> <ip address>

2) When you install a security policy, the rulebase.fws file is compiled into a _________ file. 
(0001)

a) *.C
b) *.def
c) *.h
d) *.pf

3) To allow a management server to execute remote commands utilizing fw sam, an
administrator needs to edit the product.conf file and set the Management value to 1. (0100)
a) True
b) False

4) To back up a Security Policy, an administrator needs to make copies of which of the following
files? (0010)

(1) objects.C
(2) rulebases.fws
(3) all *.pf files
(4) fwauth.NDB

a) 1, 3
b) 2, 4
c) 1, 2, 4
d) 1, 2, 3, 4

5) You have installed the enterprise version of FireWall-1 in a client-server configuration, with
the management server on one machine and the firewall module on another machine.  On
the management server in the control.map file, you require fwa1 for all communication with
the firewall module.However, in the control.map file on the firewall module, you have required
all communication with the management server to use S/Key. Which of the following
statements correctly define what will happen when the management server attempts to install
a security policy on the firewall? (0010)
a) S/Key will be used to authenticate the attempt.
b) The policy will not be installed due to the conflicting control.map files.
c) fwa1 will be used to encrypt the attempt.

6) When implementing high availability, it is recommended to synchronize firewalls on different
platforms. (0100)
a) True
b) False
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7) The user-defined program ___________ can be used to monitor the logging activity of a rule
and issue specific alerts when a condition is met. (0100)
a) alertd
b) alertf
c) alertj
d) alertg

8) ____________ is the FireWall-1 load-balancing algorithm that determines the load of each
physical server. (1000)
a) Server Load
b) Round Trip
c) Round Robin
d) Domain

9) ___________ is the FireWall-1 load-balancing algorithm that determines trips between the
firewall and each physical server. (1000)
a) Server Load
b) Round Trip
c) Round Robin
d) Domain

10) ___________ is the FireWall-1 load-balancing algorithm that chooses the physical server
closest to the client. (0100)
a) Server Load
b) Round Trip
c) Round Robin
d) Domain
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1) C

2) D

3) B 

4) C

5) C

6) B

7) B

8) A

9) A

10) B


